
S C I E N C E
P A S S I O N

T E C H N O L O G Y

On a Generalization of Substitution-Permutation Networks:
The HADES Design Strategy

Lorenzo Grassi, Reinhard Lü�enegger, Christian Rechberger, Dragos Rotaru, Markus Schofnegger

Eurocrypt 2020

> www.iaik.tugraz.at



ÉWhere We Are

General-purpose ciphers used for many use cases

For pure encryption, AES is fine

But: Many new use cases recently (MPC, STARKs, FHE, ...)

They benefit from certain properties

E.g., multiplication count, multiplication depth

Working directly over Fp for large p

Existing primitives not well-suited for many of these use cases

Idea: Design something which is good in these scenarios
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ÉWhere We Are cont.

This idea is in general not extremely new...

LowMC [ARS+15] from 2015 designed to minimize number of
multiplications in F2
However, the security of P-SPNs (including LowMC) is not easy to analyze

Hence:

Can we build something that is easier to analyze?

Can we also use this approach to optimize the number of
multiplications (and other metrics)?
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G SPNs with Partial Nonlinear Layers
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Why are we doing this?

Partial SPNs like LowMC di�icult to analyze from a statistical point of view

This is also true for Feistel networks, e.g. GMiMC [AGP+19]
(indeed, GMiMC is currently being investigated)

We would like to use well-known techniques

One possibility is thewide trail strategy, originally used for the AES

Idea: Use this strategy to protect HADES constructions against
di�erential and linear attacks

Problem: Needs full nonlinear layers (expensive...)
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The HADES Design Strategy



Wide Trail Strategy for HADES – The Full Nonlinear Layer

Used against some statistical attacks

Linear layer? Branch number of the matrix?

Goal: Minimize number of (nonconstant) multiplications

Multiplications with fixed constants cheap in our setting

Use the “best” matrix from a statistical point of view: MDS

Full rounds against statistical attacks
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Raising the Degrees – The Partial Nonlinear Layer

Di�erential and linear attacks: Solved by MDS

Conjectured security against other statistical attacks

Algebraic attacks

Our use cases benefit from a “simple” algebraic structure

... this makes algebraic attacks more powerful

Degree likely rises in the same way during full and partial rounds

We (mainly) use partial rounds to gain security against algebraic attacks

They contain only one S-boxÑ not that expensive in our setting

However: Wemay needmany partial rounds (depending on p)
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3 Construction of HADES – Combining Everything

Symmetry: Same number Rf of
rounds with full S-box layers at the
beginning and end (RF “ 2 ¨ Rf )
RP rounds with partial S-box layers
in the middle
Adjust for di�erent metrics (e.g.,
depth)
S-box size n, number of S-boxes in
full rounds t
Many partial rounds: Make use of
optimizations [DKP+19]
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3 Construction of HADES – Combining Everything cont.

Design is very parameterizable

Number of cells t can be (almost) freely chosen

S-box size n can be (almost) freely chosen

State size N “ n ¨ t

Nice! But cryptanalysis gets harder...

Cryptanalysis for specific instantiations over Fp
log2ppq « n
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Concrete Instantiation and Cryptanalysis



) Concrete Instantiation

Details

Field: Fp, where p « 2128

One S-box in the partial rounds

S-box: f pxq “ x3

Cauchy matrix with specific starting sequence (more details in the
paper)

Inverse is expensive, but for our setting we only need the encryption
direction!
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á Cryptanalysis

Two security levels

State size security: « t ¨ log2ppq bits

S-box size security: « log2ppq bits

Focus on small security level for multi-party computation (MPC) use case

Elements andmultipliers in Fp, where p « 2128

Key size« 128 bits

Dataď
?
p
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á Cryptanalysis cont.

Statistical attacks

Recall: Wide trail strategy and MDSmatrix for security against
di�erential and linear attacks

We also estimate the complexity of other stat. attacks

Algebraic attacks

Interpolation attacks

GCD attacks, Gröbner basis attacks and various strategies

Higher-order di�erential attacks

More details in the paper
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Goal of HADES – The MPC Use Case



◎ Goal of HADES – The MPC Use Case

Large application area

Our setting: secret-sharing-based MPC system

Data shared as elements of Fp
Transfer data by evaluating block cipher calls on this data

Traditional algorithms like AES not e�icient

Avoid having many ciphertexts per stored share in the system

Single block cipher evaluation for multiple shares

Compare with similar constructions (e.g., MiMC, Rescue)
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◎ Goal of HADES – The MPC Use Case cont.

Cost metric – roughly speaking:

Linear and a�ine functions: Almost free

Nonlinear functions: Expensive

Multiplication requires communication between parties

Total number of multiplication is a good estimate for the complexity

Additions are free, but cost can still be influenced

Impact on computational cost if there are many
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◎ Goal of HADES – The MPC Use Case cont.

Small number of multiplications is crucial to reduce communication
overhead

Depth can also be important

Di�erent tradeo�s and round numbers
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` Some Instances of HADESMiMC

Text Size Security S-Box Size #S-Box Rounds RF Rounds RP
log2 pˆ t κ (log2 p) (t) (Full S-Box) (Partial S-Box)
256 128 128 2 6 71
256 256 128 2 12 76

512 128 128 4 6 71
512 512 128 4 12 76

1024 128 128 8 6 71
1024 1024 128 8 16 72

2048 128 128 16 6 71
2048 2048 128 16 20 69

4096 128 128 32 6 71
4096 4096 128 32 24 66
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` Benchmark of HADESMiMC (and Others) in MPC Setting cont.

Cipher Online Runtime

Lat.(ms) Fp/s Comm./Fp Fp/s Comm./Fp
HADESMiMC2 3.85 117358 1.90 261 266
MiMC2 3.53 79728 3.50 192 366
Rescue 2 5.54 23464 6.10 70 971

HADESMiMC4 1.90 185160 1.14 526 133.2
MiMC4 1.69 83876 3.50 192 366
Rescue 4 1.25 46890 3.08 136 485

HADESMiMC32 0.32 258610 0.39 1098 60.8
MiMC32 0.34 87831 3.5 192 366
Rescue 32 0.42 57695 1.93 274 243

The tests are done over LAN for t P t2, 4, 32u, the total size is N “ 128 ¨ t bits, and MiMC
is used in counter mode. The security level of Rescue is higher.
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Open Problems and Future Work

More use cases

HADES strategy used for STARKAD and POSEIDON [GKK+19]

More cryptanalysis

Improve understanding of higher-order di�erential attacks over Fp
Cryptanalytic di�erences between full rounds and partial rounds

Better tradeo�s possible?

Properties of the linear layer...
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Properties of the Linear Layer

Linear layer: Multiplication with an MDSmatrixM

Some problems for specific Cauchy generation methods and F2n

For t “ 2k, the matrixM2 is a multiple of the identity matrix

Then DS Ď pF2nqt such that S is invariant for the partial rounds and no
S-boxes are active in these rounds

This does not work over Fp, HADESMiMC is not a�ected!

More details are given in [KR20] and [BCD+20] (for generic t)

Possible solution: Change Cauchy matrix generation sequence (see [KR20])

New results for arbitrary matrices and Fp [GRS20]
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Thank you!
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